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API call Event Non-API call Event
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CloudWatch Logs Metric Filter DFIA [45)

 CloudTrail & CloudWatch Logs D&%

— 7D MATIO—ILESNIZREDAPIZER L. IF(EN/zL
SCEFA—)BEHNZRITD N EIEE

p
:._.;_. T
v  —

CloudTrail CloudWatch Logs CloudWatch Logs
Metric Filter

http://aws.typepad.com/aws japan/2015/03/cloudtrail-integration-with-cloudwatch-in-
four-more-reqions.html
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CloudWatch logs Metric Filter (1/3) «1y
» OUANRD M SEEDXFSIDIRZRN B FE

Define Logs Metric Filter

Filter for Log Group: Linux-Sysytem-Logs Results
You can use metric filters to monitor events in a log group as they are sent to CloudWatch Logs. You can monitor Found 17 matches out of 50 event(s) in the sample log. i}
and count specific terms or extract values from log events and associate the results with a metric. Learn mors -
about pattern syntax. Line T BT
Number
Filter Pattern 1 Oct 18 03:01:04 ip-172-31-29-54 dnclient[1878): DHCPREQUEST on eih0 to 172.31.16.1 port 67 (d=0x1551
DHCPREQUEST (i}
4 Oct 18 03:29:16 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Show examples 7 Oct 18 03:55:43 ip-172-31-20-54 dhclient[1878]): DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Select Log Data to Test 10 Oct 18 04:20:18 ip-172-31-28-54 dhclient[1578]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
13 Oct 18 04:43:37 ip-172-31-29-54 dhclient[1578]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
i v
(;1558189? Jest Padern 16 Oct 18 05:1150 ip-172-31-20-54 dnclient[18781: DHCPREQUEST an eth0 to 172.31.46.1 port 67 (xid=0x1551
= - - o 19 Oct 18 05:39:11 ip-172-31-29-54 dhclient[1878];: DHCPREQUEST on &th0 to 172.31.16.1 part 67 (xid=0x1551
Oct 18 03:01:04 ip-172-31-29-54 dhelient [1878]: DHCPREGUEST on ethl to 172.31.16.1 port 6= _ : _
Ot 18 D3:01:04 ip-177-31-29-54 dhelient [1878]: DHCPAGK from 172.31.16.1 (xld<Dx15513168) M 22 Oct 18 08:08:23 ip-172-31-29-54 dhclient[1878];: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Oct 18 03:01:06 ip-172-31-28-54 dhclient [1878]: bound to 172.31.29.54 —- renewal in 1680 25 Oct 18 06:32:33 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Oct 18 03:28:16 ip-172-31-28-54 dhelient [1878]: DHCPREGUEST on ethl to 172.31.16.1 port B 29 0Oct 18 03:01:04 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Oct 18 03:29:16 ip-172-31-28-54 dhclient [1878]: DHCPAGK from 172.31.16.1 (xid=0x15513166) X : i
32 Oct 18 03:29:16 ip-172-31-28-54 dhclient[1578]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Oct 18 03:29:18 ip-172-31-28-54 dhelient[1878]: bound to 172.31.28.54 — renewal in 1585 . P client(1878] o o te port 67 fid=0x
© - e R 35 Oct 18 035543 ip-172-31-29-54 dhclient[1578]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Results 38 Oct 18 04:20:18 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on &th0 to 172.31.16.1 part 67 (xid=0x1551
Found 17 matches out of 50 event(s) in the sample log. a 41 Oct 18 04:43:37 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on &th0 to 172.31.16.1 part 67 (xid=0x1551
A 44 Oct 18 051150 ip-172-31-29-54 dhclient[1878];: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
47 Oct 18 05:39:11 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551

50 Oct 18 06:06:23 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551




CloudWatch Logs Metric Filter (2/3)
. BEXFFHIDI> NUSEE (L LD 7S — AVERRDVAETAE

—

Create Metric Filter and Assign a Metric

Filter for Log Group: Linux-Sysytem-Logs

Log events that match the pattern you define are recorded to the metric that you specify. You can graph the metric
and set alarms to notify you.

Filter Name: | error message filtering LiJ

I Filter Pattern:  error I ”e I’T'O r" t ll \ 5 Y?ﬁu %%*ﬁ;

Metric Details

Metric Mamespace: LogMetrics i}
Metric Name:  error (i ]
I Metric Value: | 3 i} I ”error”&b\5j$§” O)I\/

_ N —[o]£%
Cancel = Back
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CloudWatch Logs Metric Filter (3/3)

« Metric Filterimr577=5 — IsYERk. SNSEIEH ]

Log Groups > Filters for Linux-Sysytem-Logs

Add Metric Filter

V Your filter error message filtering has been created.

Filter Name: error message filtering
Filter Pattern: error

Metric: LogMetrics / error
Metric Value: 3

Create Alarm '-V

—

Metric Filterz bUH—I(C Uf=CloudWatch

775 — LDOVERRA BT EE

Create Alarm

1. Select Metric 2. Define Alarm

Alarm Threshold

Provide the details and threshold for your alarm. Use the graph on the right to help set
the appropriate threshold

Name: CWL Linux SystemlLog Errors
Description:  CWL Linux SystemLog Errors

Whenever: error

isT == v |

for: 1 | consecutive period(s)

{ Actions
Define what actions are taken when your alarm changes state
Motification Delete
Whenever this alarm: | state s ALARM v

Send notification to: | pjgtifyine ¥ | New list Enter list €}

-

Email list: | ;o) ot pkuanazon.co.jp 4

+ Notification = + AutoScaling Action

«hy

Alarm Preview

This alarm will trigger when the blue line goes
up to or above the red line for a duration of 1

minute
emor == 0
1
075
05
035
0
10118 10118 10118
18:00 17:00 18:00

Namespace: LogMetrics

Metric Name: | grpop

Period: 1 plinute v

Statistic:  gm v

azo

[
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Metric FiltersH > ')

{ ($.eventName = "ConsoleLogin") && ($.userIdentity.type = "Root") }

{$.errorCode = "AccessDenied" || $.errorCode =
"Unauthorizedoperation"}

{$.eventName = "RunInstances" &&
($.requestParameters.instanceType = “*.8xlarge" ||
$.requestParameters.instanceType = “*.4xlarge"}

{(§.eventName = "AuthorizeSecurityGroupIngress") || ($.eventName
= "AuthorizeSecurityGroupEgress") || ($.eventName =
"RevokeSecurityGroupIngress" || ($.eventName =

"RevokeSecurityGroupegress”) || ($.eventName = _
"CreateSecurityGroup") || ($.eventName = "DeleteSecurityGroup")}

_ s
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CloudWatch775—A CloudFormation>>J'L— b
CloudFormationZDOM o>l X NJUwW D T )L FIDOBEEE

— = Filter Mame: CloudWate hAlarm-CloudTrail- Create Alarm * 0
= = AP1Ae tivity -
ConsoleSigninFailures Metric Fitter-
1+t ~ ASPVKU3DSSER
) Filter Pattern: { (S.eventhlame = ConscleLogin} && (S.erroriessage =
2 "AWSTenplateFormatVersion” : "2010-0%9-08", "Failed authentic ation™) }
3 "Description” : "AWS CloudTrail API Rctivity Zlarm Template for et r:'l{etlru:: EloudTrallnﬂetru:s /! ConscleSigninFailureCount
etric W alue:
CloudWatch Logs™,
4 parameters" : | Alarm:  CloudTrailConsoleSigninFailures # O
S5~ "LogGroupHame" : |
: Fiter Mame: CloudWatc hAlarm-CloudTrail-
& "Type" : "String", Pty Create Alarm f 0
7 "Default" : "CloudTrail/DefaultLogGroup"”, EC2ZInstanc eChangesMetric Fitter-
i 1Q1TJKB43TSCF
" LU L
8 Description” : "Enter CloudWatch Logs log group name. Default Fitter Pattern: { ($.eventhams = Runinstances) || (S.eventName =
iz CloudTrail/DefaultLogGroup” Rebooctinstances) || (S.eventhame = Startinstances) ||
g . (S.eventMame = Stoplnstances) || (5.eventName =
i Terminateinstances) }
10~ "Fmail"™ : | Metric: CloudTrailletrics / EC2InstanceEventCount
- ic W .
11 "Type" : "String", Metric “alue: 1
12 "Description” : "Email address to notify when an API activity Alarm:  CloudTrailEC2instanc eChanges S o
has triggered an alarm"
13 } Filter Mame: glpc-:f;.v;.sitr;nmﬁrmcmud'rran- Create Alarm g €
14 ¥, EC2Largelnstanc eChangesMetric Fite
15~ "Resources” : { ) V2007 X80SA20 )

. . R Filter Pattern: { ((5.eventhame = Runinstances) || (S.eventhames =
16~ "SecurityGroupChangesMectricFilter™: { Rebootinstances) || (3.eventhame = Startinstances) ||
17 "Type"™: "ANS::Logs::MetricFilter™ (S.eventMame = Stoplnstances) || (5.eventMName =

R ! Terminatelnstances)) &&
18~ "Properties": { ((S.requestParameters instanceType = * Bxlarge) ||

(S.requestParameters instanceType = * dxlarge)} }
Metric: CloudTrailMetrics / ECZLargelnstanc eEventCount

http://aws.typepad.com/aws japan/2015/03/cloudtrail-integration- ““E“‘":f'“'*f “CI — e
with-cloudwatch-in-four-more-regions.html| S

et £ Tipin_f
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AWS CloudTrail API Activity Lookup @

e CloudTraild>YV—JLEIZIFAWS
SDK, AWS CLINSAPI )7 5+«
E5+ ZiR3R 9 DHLEE

« BER—=g> THFIADIEE

o CIoudTrallb\ﬁx)J(L?ZoTH_Cﬁ
) CHI Bl g

. ERITO7HRBIDAPI U5+ E
T+ DIRZR

http://aws.typepad.com/aws_japan/2015/03/new-aws-api-activity-lookup-in-
cloudtrail.html
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Amazon CloudSearch, Amazon Elastic Beanst

@ mm ® @ @
cEmiplp L
—
CloudTrail Amazon SNS Topics ~ Amazon SOS Queue  Amazon ElasticBeanstalk Amazon

Warker Role CloudSearch

Searching CloudTrail Logs Easily with
@ @ Amazon CloudSearch

@ -

) In addition to the flexibility AWS provides startups in creating and deleting

application infrastructure, AWS CloudTrail provides a key security service
with its detailed security audit logs. It records the API calls made in your
Amazon 33 Backet . . .
AWS account and publishes the resulting log files to an Amazon 33 bucket in
JSON format. But without appropriate tooling, audit log review can be
cumbersome. In today’s post, you’'ll see how to set up a simple CloudTrail

log analysis solution based on Amazon CloudSearch, a fully managed cloud-

based search service.

https://medium.com/aws-activate-startup-blog/searching-cloudtrail-logs-easily-with-amazon-cloudsearch-2d716e23efee

,l’l‘l
fEiFamazon
web

[ 1] services


https://medium.com/aws-activate-startup-blog/searching-cloudtrail-logs-easily-with-amazon-cloudsearch-2d716e23efee

CloudTrail JSON to CloudSearch Table @

CloudTrail J[SON CloudSearch

userAgent
eventVersion « errorCode
userldentity « errorMessage

requestParameters

responseElements

eventlype
apiVersion
recipientAccountID

eeeeeeee



CloudTrail JSON “userIdentity”

"userldentity": {
"type”: "AssumedRole”",
"principalld”: "AROAIDPPEZS35WEXAMPLE: AssumedRoleSessionName',
"arn"; "arn:aws:sts:: 12345678901 2:assumed-role/Role ToBe Assumed/MySessionName",
"accountld": "123456789012",
"accessKeyld": "AKIAIOSFODNN7EXAMPLE',
"sessitonContext": {

"attributes": {

"creationDate": " 20131102T0106287. ", °
"'mfaAuthenticated": "false" ClOUdTrall _I S O N
°

Type

}5

"sessionlssuer™ {

"type": "Role’, L arn
"principalld”: "AROAIDPPEZS35WEXAMPLLE', tID
[}

"arn": "arn:aws:iam::123456789012:role/RoleToBeAssumed", accoun

"accountld": "123456789012", ° acces SKCYId

"userName": "RoleToBeAssumed"

} * accountld
} } * userName

_ _NINs
LgEramazon
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CloudTrail JSON to CloudSearch Table
CloudTrail ]SON

eventVersion

userldentity
Type
arn
accountID
accessKeylId
accountld
userName

userAgent
errorCode
errorMessage
requestParameters
responseElements

eventType
apiVersion
recipientAccountID

CloudSearch

amazon

webservices



Amazon CloudSearch, Amazon Elastic Beanst

@ mm O @ @
cEmiplp
—
CloudTrail Amazon SNS Topics ~ Amazon SOS Queve  AWS ElasticBeanstalk Amazon
Waorker Role CloudSearch

Searching CloudTrail Logs Easily with
@ @ Amazon CloudSearch

@ -

) In addition to the flexibility AWS provides startups in creating and deleting

application infrastructure, AWS CloudTrail provides a key security service
with its detailed security audit logs. It records the API calls made in your
Amazon 33 Backet . . .
AWS account and publishes the resulting log files to an Amazon 33 bucket in
JSON format. But without appropriate tooling, audit log review can be
cumbersome. In today’s post, you’'ll see how to set up a simple CloudTrail

log analysis solution based on Amazon CloudSearch, a fully managed cloud-

based search service.

https://medium.com/aws-activate-startup-blog/searching-cloudtrail-logs-easily-with-amazon-cloudsearch-2d716e23efee
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AWS Elastic Beanstalk Worker Tier

o SQSICEIXNICHRDI %=
JEEIHALIE 9 S Tier
« SQSAvVt—(FBEFNI(C
HTTPI> Rk > MMCPOST
« 200 OK7&x5Delete Message
« IS—I0&ERBYU NSA

—m—]

5Q5 Queue

--------

5q. le6f6-3T7ff-4fae-8cab
671a lcc44
K-aws-sg ene: subscription eue
X-aws—-sq firsc ceived-at: 2014-02
18T2 4 z
" . mIanen
" "
"

sd=receive-count: 1

SQ5 Message

=

Elastic Beanstalk Container




Amazon CloudSearch, Amazon Lambda

-0

CloudTrail Amazon 83 Bucket

k-
—

Amazon Lambda

Amazan

CloudSearch

Search: event_source:'sqs.amazonaws.com'

ﬂ Options |~ No Suggester v

Filter Query:

Query Parser: = Structured H

Search Fields:

Sortby: ' Document Score

Default Operator:  and (defaul) 4 ©

v | Descending 4 (view raw: JSON or XML) I

A

1, 325562¢8-aBcd-42d8-b0b2-a2194189686a

_score
user_identity_arn
event_source
event_time
source_ip_address
event_id

aws_region
user_identity_user_name
raw

user_agent
user_identity_account_id
user_identity_type

event_name

10.123007
am:aws:iam::926983381032:user/root
$4s.amazonaws.com
2014-09-22T12:41:00Z

54.240.197.233
325562¢8-aBcd-42d8-b0b2-a2194f89686a
eu-west-1

root

{"eventVersion": "1.01", "eventD": "325562¢8-aBcd-42d8-b0b2-a2194f89686a", "eventTime":
.. More...

signin.amazonaws.com

926983381032

IAMUser

SetQueueAttributes

2, b3836873-731d-4ale-bcBe-47ba690ab7c4

ernra

10123007

< 1to100f 23 Results » |

Filter Search Results

aws_region
eu-west-1 (23)

error_code

event_name
SetQueueAttributes (13)
CreateQueue (7)
DeleteQueue (3)

source_ip_address
54.240.197.233 (6)
80.12.59.193 (5)
54.240.197.234 (4)

LEEramazo
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ElasticSearch, Kibana

Pmm O e O k. 2,

elasticsearch

CloudTrail Amazon SNS Topics ~ Amazon SOS Queue Logstash  ElasticSearch

D - @‘@

<
ﬁ

Amazon S8 Backet

https://blogs.amazon.com/aws_solutions/archive/2014/10/processing-cloudtrail-logs-into-
logstashelasticsearchkibana.html

amazon

webservices


https://blogs.amazon.com/aws_solutions/archive/2014/10/processing-cloudtrail-logs-into-logstashelasticsearchkibana.html

ElasticSearch, Kibana, Amazon Lambda

° o @
ﬁ
elast|csearch

CloudTrail logstash  ElasticSearch

—~—
= - hndl |
Amazon S3 Backet Amazon Lambda

https://blogs.amazon.com/aws_solutions/archive/20 14/10/processinq—cIoudtraiI—Iqit '
logstashelasticsearchkibana.html

amazon

webservices


https://blogs.amazon.com/aws_solutions/archive/2014/10/processing-cloudtrail-logs-into-logstashelasticsearchkibana.html
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AWS Config

AWS Configld. AWSUY —XD LK KU EiRZEUS

Y — A BDEE =

BT D CENTEDIINNRZ—T R —-EXTTY,

AWS Configld. Amazon EC2A4 > X5 > AMDS 2 DIE,
TFa1UFJIL—TDIL—)L. NACL. VPCEWLD T

BIEREEZ 5k U S

e

=
w
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AWS Config

Configuration Stream Configuration History Configuration Snapshot

UV —XNMEk. 28, Tz« HIRAhTOI>TAD - XIEREREZ. EROHRICH

(IBIEBEZHIBREND U L—>3> 71457 LDEES (7B — XA T DR
(C. YERRSM. HBR A K — - BEITTHIMNSDWIEZEE b BRDES

ITBIIEND DA TYERRK 1. Amazon S3 « UY—XDETEER%. I8F
SNS hE v E# O] HE (CTOXR—bkEN3 L72S3/\ v MNIRTF

PP TSP S PR DB
Pe®®S® o

Snapshot @ 2014-11-12,
2:30pm




JL—3>csvwvw>d

710> bARDAWSL Y — X E DR
R EDOMFERFRNBEEMN(CEIDSZTEND

Example:
ttFa1U5Fo JIL—Tsg-10dk8ej” EEC2 A >R R “j-123a3d9”
(FEWCEERRICH DTS
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aA>J41400L—>3> 7145 A

AT =4 BRT 1 T LADIER )\==32ID
e N (D)
BT A T AN T F v SNk
SEIEE DIEFZ 7~ 3 RREID
MD5Hash7& &

Bt Uy —-XEM% Y —XID
50
Y -5
IV UY—R%& (ARN)
PRASEUF U= E

JL—>3>3wvr TAD> SMIEEMITSNIEUY —XD  EBS “vol-1234567 "M EC21(1 >R >
E5[EA X “i-alb2c3d4”(C 77wV TF

IRTE DR DY — s E = (EU X MAPIOIEYY  DeleteOnTermination 7 5727 MYREE
HUDIR DB RU1—LF1T(gp2, iol)

BEA N> ~ INTEDIERL (CEEE T BAWS CloudTrail  AWS CloudTrail X> KNID
AR~

fiEramazon
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Y — A EZEEH
A 2RI REIATDZEE(mM3I.xlarge = m3.medium)
EBS/KU 1 — /ADIENN
il ZERE

m3.medium
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UV—Z%W(QE)

w Changes (8
Configuration Changes (7) /7:R EE _\_Il_ /7:R _§ lé
==z 5= Y 2z 5591
Field From To
Configuration. LaunchTime “2014-11-26T10:11:03.0002" 201 4-11-26T11 :25:36 .0002"
Configuration State Name “stoppad” “running”
Configuration.BlockDeviceMappings.0 rial | y Chiect
Configuration.StateReason y Chject |
Configuration StateTransitionReason “ser initiated (2014—11—&# 19 Gl G&
Configuration. State.Code il g /19 /r j@

Configuration.InstanceType “n3.large” i3 med fum ™

Relationship Changes (1)

U —ADiEN

Field From To

AWS:ECZ:Volume “yal-caf 717817

amazon

webservices



DY —-Xg# (UL—>3>

Z SR

—

¥ Relationships

EC2 HP EC2 Networklnterface EC2 SecurityGroup EC2 Subnet EC2 Volume
eipalloc-e6dcT283 eni-827041f4 sg-53198236 subnet-aldblcdd vol-633blazb

vol-bf160af7

ZEE

¥ Relationships

EC2 EIP EC2 Networkinterface EC2 SecurityGroup EC2 Subnet EC2 Volume

eipalloc-e6dc7283 eni-8270414 5g-53198236 subnet-aldb1cdé vol-633b3azb

( vol-bf160af7 )

vol-caf71781




AWS Config UL —>3>3wvD

® O '3
|

NACL Security

IGW \ I / Group \
S .
CGW VPC /
& 2
Subnet

VPN Route Table




Bh—bhEN3AWSUY —XR

« AWSUY—-X(L. AWS Management Console. ~¥ >
RSA>14>5—Tx—R (CLI) . AWS SDK., F/zl&
AWS)\— hF—DY—)LZFEN 1 - —HMERTEDLT

T AT A
.

Amazon EC2 Amazon VPC Amazon EBS
Instance, ENI... VPC, Subnet... Volumes

AWS CloudTrail

-
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AWS Config /\— 7} —

splunk> 2

1 Adminisirator | AWS Test. ~

splunks  App: Spluric Ape for WS

Coufid «  Confg v BlingReps v Mets  Seah

Config Overview

RED HAT' CLOUDFORMS MANAGEMENT ENGINE

Clouds

Tenants

flavors  Seaurity Groups

Infrastn Optimize

Instances by Provider (~3]2] 31 poig ) pose
|
62 367 B Instances by Provider
x b - PIeT " n
T > anscusu Instances under Availability Zone "us-east-1b'
M ANS-Demo2 1
Changes by Resource Tyge e Changes by AWS Region and Type mom a Availabilty Zone: b
Flavor: t1.micro
Lt Acsvy e - percent
1P Addresses:
+ ’ d 0 emseefresnsoecponeradon aasic Compliant:
0141 = I iemacee
ma e [is] I Heosesr? Availability Zone: us-east-1b
] o= Owsea Flavor: it small
W wm P Addresses: 10.190.
= Uniod ok 1l meosu 0918 1414 DELETE —
n v ompliant:
E S O oo
s
|- i e Availability Zone: us-east-1b
F n & wword 00 Flavor: 2
Wesico o i i P Addresses: 100.0.133
B Compliant:
Changes Over Time mosm O toaser Availability Zone: us-east-1b
" | w P Flavor m.small
m O rocesn P Addresses:
: O roc=n 8 Complant:
i o JHTESTEC2
H - - I Worcoress o oms -
Availability Zone: us-east-1b
- - . - D e paos 4 Flavor: m.small
Fioad Foa10 Foalr i0aze 031 I3 Wertress 08 oms Y e 0001
- ] virdoress 08 om0 o Complant:
MADHU...ELETE
o I worepress oz om1
- Avallabilty Zone: s-2ast-1b
Provider Favor: m1.la
Instances
M Span Fleaby  Oscumenmion vy Pelcy 20052014 Sghrt . Al sigresesered p— (CheckAll) Sortedby NamejAsc)  :| Perpage: 20 114 4 » bl (180f8)
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Q. CloudTrailDfIE(E EDIEENIIDTXITH ?

e CloudTrail (CEENBIEEIMMNDFEFEA
_ S3 & SNS DIEEDHRARE

API call OFELEIRR API call OFEIRR
: SNSERTEDHEE

v v

S3 SNS
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Q. CloudTrailZzB3HELTWLWRWEESRDEITH ?

7
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7
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\.

[ ZDRedshift 7o XA > CHEMNEEILIzZATZD 1T ? } ~




Q. S(ECloudTrailZfES FELIRNDTIN, &£DH
AIBIMELUTHET . OB ESTFERHTEEIH?
- NSTI)LOERIEE

- bSIIARELUBS. ZiEkS/zCloudTrailloOJZ =H
DEFO>THEIT D LN AlEE

o AR

- BEaEn=CloudTrailloOJZEMREDFT —F Y — X (T A L
TORIT B ENTEE
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CloudTrailOOY DEL S

« CloudTrail look up

» CloudTraildZ 7 7 1)L(S3)

.« TOAW

— CloudSearch & &
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CloudTrail look up

» Time rangeh5&FET

o Attributeh 5K
— Eventld
— EventName
— Username
— Resourcelype
— ResourceName




CloudTrail look up = YR A> IV —=Ib

i‘i AWS ~ Services + Noritaka Sekivama v  Tokyo~  Support v

API Activity History API Activity History

Caonfiguration
Look up API activity captured for your AWS account in the last 7 days. Filter using one of the attributes to troubleshoot operational issues or security inci...

p o (2]
Filter: Event name Time range: Select iime range A
[3Y User name A me Resource type Resource name

AcceptVpcPeeringConnection

v 2 ActivateGateway EcurityGrou. .. SecurityGroup sg-18aa457d

Resource type i e
ActivatePipeline
AW SERE I« ET = ActivateUser Event source ec2.amazonaws.com
AWS region  ap-norine faulles:lals Event time 2015-03-28, 08:23:05 PM
Error code AddClientiDToOpenIDConnectPr. .. Request ID aaf5a806-026b-4043-9245-3d517164fefd
AddinstanceGroups
Event ID 3f3a9916 P Source IP address 27.0.3.145
Add.JobFlowSteps
Event name Revoke Scila iy User name root

AddSourceldentifierToSubscription

Resources Referenced ( AddTags

sg-18aa457d

SecurityGroup

View event
» 2015-03-28, 08:17:04._. root Runinstances Ami ami-cbf90ech

b DNAE_NT_28 NR-1R-F1 rrmt Dunlnctanroc A ami_rhflNarh




CloudTrail look up — AWS CLI

$ aws cloudtrail lookup-events --lookup-attributes
AttributeKey=<Attribute Key>,AttributeValue=<Attribute Value>
--start-time <Start Time> --end-time <End Time>

"Eventld": "c048e8a4-42d7-4c3c-84e6-87560b3b%eaa’,

"Username": "root",

"EventTime": 1427525552,

"CloudTrailEvent": "{\"eventVersion\":\"1.02\" \"userldentity\":{\"type\":\"Root\" \"principalld\":\
"EventName": "Runinstances”,
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CloudTrail O 7 71 JL(S3)

« O J7AILISIET

— bucket_name>/prefix_name/AWSLogs/Account
ID/CloudTrail/region/YYYY/MM/DD/file_name.json.gz

All Buckets
Bucket Name
AWSLogs
123456789012
CloudTrall
ap-northeast-1
2015
03

A

123456789012 CloudTrail _ap-northeast-1 20150329T1255ZHdkvFTXOA3Vnhbc.json.
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A. WROAPIVUOI IR MCTREULEIS—DREA(EEH

- [REEYIE
— Run Instances APIZEITEF IC TS —H'RAE U H REH AN
— APIOOF1THI(Z 2015/03/29
- BHD|EHR
— ErrorCode: T>—1—R
— ErrorMessage: TS5 —Xvtt—>
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A. WROAPIVUOI IR MCTREULEIS—DREA(EEH

« NSO a—Fa>0
— CloudTrail look up(C K241

$ aws cloudtrail lookup-events --lookup-attributes
AttributeKey=EventName,AttributeValue=RunlInstances
--start-time 2015-03-29 --end-time 2015-03-29

"errorCode": "Client.InvalidParameterCombination",
"errorMessage": "Non-Windows instances with a virtualization type of
u0027hvmu0027 are currently not supported for this instance type.",
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B. WRDAPIVU I IR FHVWOFEITENED

B =/L=

o [CIREEYIE
— TF2VUFoTIL—TDIL—ILEIBRENT=
— ¥EE/EEHF(IEABH

. BHDIER

— EventTime: R1THEE

eeeeeeee



B. WRODAPIVUI IR b LVDFEITENIEH

« NSO a—Fa>0
— CloudTrail look up(C K241

$ aws cloudtrail lookup-events --lookup-attributes
AttributeKey=EventName,AttributeValue=RevokeSecurityGrouplngress

"EventTime": 1427541785.0,
"EventName": "RevokeSecurityGrouplngress"”,

amazon
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C. IRODUYV—Ah\ICE>TEE=NTED

.« [HIFESTE
— BEDA >R > XA S HDAPINFRI TSI NI=B]8EEN B D
— Instance IDIFBHIEL TL\B L. FEITTHAEH

- HHDIBTR

— Userldentity: F&{71—Y
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C. WRDUY—Ah\GHEICKDTEENIZH

« NSO a—Fa>0
— CloudTrail look up(C K241

$ aws cloudtrail lookup-events --lookup-attributes
AttributeKey=ResourceName,AttributeValue=i-da8dfd29

"type": "ROOt",
"arn": "arn:aws:iam:: 123456789012 ",
"accountld": “123456789012",
"access Key|d": "AS|A****************",
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SBEIVWSDOEIFICIRE/ZLVIEER

« 771> KNID

- E{TIAMI—Y, O—-J)L

» FUH Ut (A>T LEBE, 1> X5 > RIDE)
s BREMZROU—-—>3> UY—X
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SEIVWVEHOERICITEZIZVVIEER
F : CloudTraillcEE N3 1Bk

« 771> KID

- E{TIAMI—Y, O-J)L

» FUH Ut (A>T LEBE, 1> X5 > RIDE)
s BEMZROU—-—>3>, UY—X

« REUCER (BFOARE)
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Q. 2 CDAPI callhzeimREnNEIh ?

o« XWIEH—EX, MIHAPIDcall’Z ek 9 D

— H—EXDOMEAR (S Supported Services - AWS CloudTrail User
Guide =18
http://docs.aws.amazon.com/awscloudtrail /latest/userguide/
what is cloud trail supported services.html

o EndPointICEHE U D TZAPI calllFEBEFR N/ 0)
— AWS CLIX>SDKD IS A 7> M+ ROIS—R/EICIFOTHNE
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http://docs.aws.amazon.com/awscloudtrail/latest/userguide/what_is_cloud_trail_supported_services.html
http://docs.aws.amazon.com/awscloudtrail/latest/userguide/what_is_cloud_trail_supported_services.html

Q. 2 CDAPI callhzeimREnNEIh ?

e B —EXDHI : S3
— API callzieix 9 D EIFIRFE TEE LRV
— S3F7otROTNMOF> 2T D—DFES
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Q. 2TDAPI callhzéiF=nFEIh ?

o IEILAPIZHDH—E XDHI : CloudWatch

PutMetricAlarm GetMetricStatistics
DescribeAlarms ListMetrics
DescribeAlarmHistory PutMetricData

DescribeAlarmsForMetric
DisableAlarmActions
EnableAlarmActions
SetAlarmState
DeleteAlarms




Q. UIOITRb - LARADHE(FERFBENETIH ?

« UOT X
— requestParameters(CERERS11D

« LARIX
— responseElements(CEEERE=ND
XEBERDAPIDOHEEHFEND (SEEZRDAPITIEnUllliED)
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Q. sourceIPAddressICDNSEANRA > I=REX DL
O3 ETIh ?
- AWSH—EXB+ RhSHEITEIN3 0O

— 51:

"eventSource": "rds.amazonaws.com",

"eventName": "CreateDBInstance”,

"awsRegion": "ap-northeast-1",

"sourcelPAddress": "cloudformation.amazonaws.com",

"userAgent": "cloudformation.amazonaws.com",
"requestParameters": {

"allocatedStorage": 5,

"port": 3306,

"masterUserPassword": "****"

amazon
webservices



Q. API callh*5SCloudTraillCEEiRENdFETENLS 5
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e SIADOYTDELER : API callh 5159 U
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