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AWS Marketplace T”Sophos” CIR3E

Amazon Web Services Home

\e/awsmarketplace

Sign in or Create a new account Your Account | Help | Sell on AWS Marketplace

Shop All Categories » saphas| m » Your Software

Categories sophos (T results) showing 1-7
All Categories

Software |nfrastructure (7)

: Sophos UTM 9
Filters SUPHDS ... {107 | Version 8313 | Soid by Sophos

Operating System Free Trioi Starting from $0.00/hT or from $789/YT (up to 18% savings) for software + AWS usage feses
+ All LinuxiUnix A complete security platform for Amazon Web Services (AWS) Secure your AWS EC2

Software Pricing Plans instances and YPCs with Sophos Unified Threat Management (LT} for AWS. Its your complete

! Free {2)
Hourly (2}
I Annual (2)

Linux/Unne, Other 8.3 | G4-bit Amazon Machine |mage {ANMI)

Sophos UTM 9 (BYOL)

Bring Your Chwn License (2) SO PHOS
: . &% [5)| Version 8.313 | Sold by Sophos
Software Free Trial

Free Trial (2}

Bring Your Own License = AWS usage fees

A complete security platform for Amazon Web Services (AWS) Secure your AWS EC2

Delivery Method instances and YPCs with Sophos Unified Threat Management (LTI} for AWS. s your complete
- Amazon Machine Image (&)

! CloudFormation Stack (5) Linux/Unie, Other 8.3 | G4-bit Amazon Machine Image (AN}
Saas (1)
Average Rating Sophos Secure OS (CentOS§)
* & S up(l) Version 8.8.3 | Sold by Sophos
bk & up (2) $0.00/Nr for software + AWS usage fees
i dedrdr & up(2) Sophos Secure O35 makes it simple to deploy a secure server environment within Amazon Web
it ik & up (2) Services. Within a single AMI, it combines CentQS with 2 preconfigured installation ..

Architecture LinuxfUnix, CentDS 8.6 | 84-bit Amazan Machine Image (AMI)

| 54 bt [B)
Region Sophos UTM 9 Autoscaling
U5 E (N. Virginia) (§) SDPHOS Version 8.316 | Sold by Sophos
5 ast [N. Virginia
[ US We=t {Dregon §) Free Trial Sia rllng- from SU‘.D‘E-EJT-" or from $5T0/YT (up to 35% -5mring s) for 5:th\.-are + AWS usage fees

*** Thig prod ntended to be deploved vig cloudformation template (Templa
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RREUVIRS THEKRLX !

\&/awsmarketplace

Shop All Categories

| Deskiop Apps

Software
Infrastructure
Deiicpment
Application Servers
Application Stacks
Big Data

Databases & Caching

Network
Infrastructure

Operating Systems
Security

Developer Tools
Issue & Bug Tracking
Monitoring

Source Control
Testing

Business

Software

Business Intelligence
Financial Services
Collaboration

Content Management
CRM

eCommerce
Education & Research

High Performance
Computing
Media

Project Management
Storage & Backup

SOPHOS

Sea

AYWS Mark

Sign in or Create a new account

Amazon Web Services Home

Your Account | Help | Sell on AWS Marketplace

m * Your Software

Build, Ship, RUN DOCKe I e e T

Scalable | Reliable | Distribute

Featured Products

WebSphere
Application Server
Base Edi...

MidVision Limited
$0.50 to $16.00/hr for

sofiware + Charges for
EC2 with RHEL

Popular Products

SOPHOS

Sophos UTM 9
Saphos

Starting from $0.00/hr or
from $TB9Iyr for software

Free Trial

New Product Spotlight

Ht 4
yiytableau

Tableau Server (10
users)

Tableau

$0.63/hr or §5,500/yr for
software + Charges for
EC2Z with Windows.

FREE 30 DAY TRIAL >

Matillion ETL for
Redshift

Matiion

Starting from $1.37/hr or
from $10,200/yr for
software

Free Trial

PiNAS Cloud
Pandard - High-

M rting fram $0.00/hr ar
il $T104yr for software

e Trial

informatica c

Infarmatica Cloud
Advanced for
Amazon...

Informatica

$50.00/hr or $2,400/yT

for software + Charges
tnr FO2 with SHISF

TIBCY™ Clarity

TIBCC Clarity

TIBCC Software, Inc.
Starting from $0.25/hr or
fram $4,006/yr for

softwara

Free Trial

TIBC2

SoftNAS Jaspersoft

TIBCO Jaspersoft for
AWS with Multi-T...
TIBCO Softwsre, Inc.
50.90 to $26.16/hr for
software

SOPHOS

Sophos UTM 9
Autoscaling

Sophos

Starting from $0.065/hr
or from $570Myr for
software

Evan Telal

SOPHOS

Sophes UTM 9

Sophos

Starting from $0.00/hr or
from $789/yr for software
Free Trial

oracLe Oracle Linux 6.6
X Orbitera - Oracle
Starting from $0.06/hr or

New Product Spotlight

+1+ g
g +ableau

Tableau Server (10
users)

Tableau

$0.63/hr or $5,500/yr

for software + Charges for
EC2 with Windows

& SoftNAS

SoftNAS Cloud
Standard - High-
Perform...
SoftNas

Starting from $0.00/hr or
from $7 100y for software

Free Trial

LR N BEe @8

informatica cloud

Informatica Cloud
Advanced for
Amazon...

Informatica

$50.00/hr or $2,4000y1

for software + Charges for
EC2 with SUSE

TIBC2
Jaspersoft

TIBCCO Jaspersoft for
AWS with Multi-T...
TIBCOD Software, Inc.

$0.90 to $26.16/hr for
software

SOPHOS

Sophos UTM 9
Autescaling

Sophos

Starting from $0.065/hr

or from $5T 01T for
software

Free Trial




“Security” 7 AU TH

<
= ma g ketp1 ace Signin or Create a new account Your Account | Help | Sell on AWS Marketplace
Shop All Categories = |5earch AWS Marketpiace m » Your Software
Categories i i

All Categories So
phos UTM 8
Software Infra SDPHDS ! & (10} | Version 8.313 | Sold by Sophos

Siarting from $0.00/hr ar from $TBYT jup to 18% savings) for software + AWS usage fees
A complete security platform for Amazon Web Services (AWS) Secure your AWS EC2
Frew i) instances and YPCs with Sophos Unified Threat Management (T} for AWS. Its your completa

Hourly (147}

Security Free Trial

Monthly (8)
Aot (30) Linuxilnix, Other 8.3 | G4-bit Amazon Machine Image (A1)
| Bring Your Own License (63)

I he Secunty lechnology Hackage (formerly Advanced lechnology) of Cisco Cloud Sanvices

Software Free Trial Free Trial Router (CSR1000V) sets the standard for enterprise-class VPN in the AWS cloud, bringing
Fzeeleabibd) LinuxiUni, Giher Cisco 105 XE | 84-0f Amazan Machine Image (AWM
Delivery Method
Am Machine 1 228 " 4
azon Machine mage (228) — f\ ALLRTLOGIC Alert Logic Threat Manager for AWS
! CloudFormation Stack (13) Fred THal & (18] | Version 1.3" | Sokd by Alert Logic, Inc.
Saas (100} Starting from $0.58/hr or from $4,0500yT {20% savings) for software + AWS usage fees
Average Rating Alert Logic Threat Manager for AWS is a network intrusion detection service (IDS) specifically
* & up (49) designed for AWS. This service allows you to cost-effectively protect the ..
& & up (50) Linux/Unix, CentOS 6.3 | 84-bit Amazon Machine Image [ANI)

& ddkk & up (B1)
sk & up (61) ’ TREND Trend Micro Deep Security
Architecture MICRO (11| Version Deep Securty 8.5.2880 | Sold by Trend Micro
32.bit (12} Free Triol Starting from $4.50/hr or from $8,6701yT (34% =avings) for softwsre + AWS usage fees
Get proactive protection for your AWS workloads with Trend Micro Deep Security. Prevent
network attacks or breaches with intrusion detection & prevention (IDS/APS); virtually ...

LinuxfUne, Amazon Linux Amazon Linux 2014.08.1 x84 | 84-bit Amazon Machine Image (AMI)

&4-bit (216}
Region
I US East(N. Virginia) (229)

US West [Oregon) [226) = v
e - F5 BIG-IP Virtual Edition 200Mbps Best
=1 Canioeniay {228 (1] Version 11.5.0.4.0.420-HF4 | Sold by F5 Natworks

U Eesnicharl (171) $2.50/hr ar $13,7971yr (37% sevings) for software + AWS usage feas

EU (ireland) (221) The BIG-IP Virtual Edition (VE} is the industry-leading application delivery services platiarm
Show more * that ensures your business critical applications and network is fast, available, ...
Instance Type Linux/Unix, CentOS 8.4 | 84-bit Amazon Machine Image [ANI)
+ Micro Instances (Free Tier) Free Trial
+ General Purpose
+ Memory Optimized fZATINET Fortinet FortiGate-VM
+ Storage Optimized Free Trial & (21| Version v5.0.9 | Sold by Forinet, Inc.
-+ Compute Optimized Starting from $0.30/hr or from $4,9920yT (up to 24% savings) for saftware + AWS usage faes

GPU Instances Faortinet FortiGate-v'M firewall technology delivers complete content and network protection by
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Web Protection

Secure Web statistics (Daily)
10

30

w
e
i
w
=
Bii: 2013/08/23 TN AR - o
R4 daily ma: Sophos K.K. o
El: P E
WEEH Tokyo o
BYFLES: 00000000000-00000000 12:00 14:00 16:00 1B:00 20:00 22:00 00:00 02:00 04:00 O5:00 OB:00 10:00
- - '_ B Requests total Current: 8.98 Average: 8,97 Maximum: 40,80
4y A ID: LU0 B av blocked Current: 0,00 Average: Q.00 Maximum: Q.00
RAFE: utm.sophas.lacal W url blocked Current: 0.00 Average: 0.00 Maximum: 0.00
Fr—ADPIFA—-Ya: 5.104-18 -
S EEL LN 248 288 104 Web BRI
O FyF 10 FIrp 20— P10
Gl e by a1~ :=175| Yo -t F3 2428 Y
V=R EFRE | FobkT—EBRE | Network Protection | Web Protection | Email Protection | ZFUr—ige SebO—i | 1 192.168.0.200 23:40:42  43.2 % 1 192.168.0.101 407.3 MB  66.5 %
el 2 192.168.0.101 15:05:04 27.3 % 2 192.168.0.200 20.9 MB 20.8 %
3 192.168.0.203 07:20:19 12.9 % 3 192.168.0.203 31.7 MB 5.1 %
Teu— 4 192.168.0.191 06:09:19 12.3 % 4 192.168.0.191 22.0 MB 3.6 %
Fobh D— S EER: WebAdmin 0 42 5 192.168.0.50 01:40:39 2.4 % 5 192.168.0.213 21.8MB 3.6%
MIBL A5 120.2 GB AtED: 37 6 192.168.0.202 01:31:06 2.3 % 6 192.168.0.215 1.5 MB 0.2 %
SR Fosi: 2 567 557 K 5 7 192.168.0.213 00:09:02 0.3 % 7 192.166.0.50 551.7kB 0.1 %
Network Protection: T Ik 0 8 192.168.0.215 00:04:00 0.1 % 8 192.168.50.202 4414 kB 0.1 %
FrAT o= LT O aFhizei et <4393 J02 AEED: o 9 192.168.0.217 00:02:00 0.1 % 9 192.168.0.217 222.9 kB 0.0 %
IPS T/l fosg: 2514 S o 0
= Sy FF24y 2 EOF A T 10
Web Fq bR Up2Date: REZEDFA by 10 e — =
web H(bmUoL A 87530 e [k e 146 F a4 E¥[E Yo < 2712
Ol URL 9512 HBrl i 0L A 2 1 sophosxl.net 29:31:46  39.9 % 1 sophos.com 4294 MB  70.1 %
FOwALE HTTR/S S41b 3 61 A P E 7 7= B TF ol F— z phosxl. s3l -3 % 3 astaro.com 62.3MB  10.2 %
FOwAL i HTTR/S TlxF 4 A A= A - T T F b 19 2 sophos.com 12:53:27 16.5 %
3 apple.com 31.7 MB 5.2 %
3 c=ophosupd.com 12:24:41 13.9 %
A= P RN BDAT A 5 o= TR AT 4 sophosupd.com 17.2MB 2.8 %
AL fot= 52425 AT LA 0 astara.com . e 5 175.41.132.12 16.9MB  2.8%
FOALERA LA 15201 T AOT Al - 0 6 175.41.132.12 01:26:00 1.5% . 1iaME 2%
TR A= =k HAMIS AR Tl - rim: il 7 windowsupdate.com 01:25:39 1.5 % s-msn..cum = e
7 alc.co.jp 9.4 MB 1.5 %
VPHN: 8 accu-weather.com 01:15:00 0.9 % i
- . 8 microsoft.com 64MB 1.0%
VPN i52 S microsoft.com:80 01:13:23 0.8 % g 6.4 MB 10 %
= msn.com . .0 %
VPN B33l nat accounted 10 79.125.21.244 00:12:00 0.7 %
10 accu-weather.com 25MB 0.4 %
bl
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Elastic Load Balancer (ELB)

.é |
Internet Gateway (IGW)

— — — — — — —

A}Jto Scaling group

| |
I Auto Scaling group | |
»:ﬁ Leedevrerrernnssnrsnssaspossoschosessncancascascascfosnnschonsnnnnnnee ST |
| | |
I
I
I
I

—_———— .
-

Auto Scaling

C2 Insta rEICCe2 IIREIES

EC2 Instance I

EC2 Instance |

I
| EC2 Irwstancce2 nstan

Application Tier

ooooooooooooooooooo*oo.

b
| |
|
|
|

v -
CloudWatch rm r
SQL master SQL Slave

Database Tier |

|
|
X |
| |
| |
e —
I | |
I | |
I | |
I | )

Availability Zone 1 Availability Zone 2 Availability Zone 3 I
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UTM AutoScaling (&
AWS Marketplaceh 5 {ERAHE

« TLRALICKDSPOFDEEE & BENDMMEMENELR
 Cloudformation =>7J L — hTHRELFTJOA

s AT ANEREE BYOL (THIT

« V-2 3> DERk:

o UTM Queen (controller) & Swarm (worker) ./ — R
ELB Z{ERUE1> /D> RWeb b= T« w UfRE
S3 T —HRX ML —ZZER UIERTEDRTF
SNS Z{FRA L TSwarm J — ROETEEEH
Queen & Swarm Auto Scaling ZJ)L—2
Cloudwatch 75— A

©)

(@)

(@)

(@)

O
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Internet Gateway (IGW)

Elastic Load Balancer (ELB)

CloudFormation
Template provided
by Sophos
launches solution

‘.
|

I : UTM Workers UTM Workers
(Swarm) (Swarm)

———
. .

. 4-Syslog
Auto Scaling group

Auto Scaling group

o< -

|

|

Auto Scaling 1

I h d fecne 1

aunches an push Pull

maintains UTM AS > =
Groups $3 bucket used to store &

sync UTM configuration

SNS used to notify Swarm of
‘ UTM configuration changes

Security Tier
CloudWatch 0000000000000 00000000000000000000000000 ooooo.ocoooooooooooooooooooooooooocyoooo.
Monitors UTM Internal Elastic Load Balancer
Health and collects
UTM Logs

SOPHOS




UTM on AWS LY SNR—X

Sophos UTM 9 Autoscaling Web Application Firewall D#IE
https://www.sophos.com/ja-jp/support/knowledgebase/122742.aspx

Sophos UTM % Amazon Web Services VPC [C 1—J)L RRXZ > )\A F =&
DA —LRD > )\A DTLERIERK (HA) TEAT DFIR

https://www.sophos.com/ja-jp/support/knowledgebase/122202.aspx
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Router/Modem
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Sophos RED #IRDAUwW k
m HLSERICREDZEIRI SAVUY

. WEBRENTE
- ST, HLBAIE(C., FOREDAMKICHE/ELEITSLEN
BDEL A

o EPERFDIIAEH (X U CHREDAKNICERTEVEENFRELF B Ao
REDZIEEm(CZAL . AALUTM CTHEEFIDDEFTIEIFDIH T,

- EF1VUFARUS—D—7ER
« REDZER U THSERZITOCE(CED, = I T (D7 IR
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. UTMO1igE% L8 T 6 FI AT 8

« REDEEF DR Y ND— 5 (FAAUTMORET &2 572, UTM YR
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Sophos RED D#as{t#r

%ﬁ{iﬁ
_ ; SOPHOS
g - .
SOPHOS - @
i i i i Jesssee em

L E%: Sophos RED 15
TE%: Sophos RED 50

I T S R

BRRI1—Y# HHI PR

RARII—TY bk 90Mbps 360Mbps
s S

LAN 4x10/100/1000BASE-TX (XA wF)  4x10/100/1000BASE-TX (R~ wF)

WAN 1x10/100/1000BASE-TX. 1xUSB 2x10/100/1000BASE-TX. 2xUSB

. AC110~240V. AC100~240V.

iR 50~60Hz. EAL.5A 50~60Hz. 1.3A
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A>SaA>oO0ESa=>: 3AFvD

JoeE>a=>9
H—EX

(2) EERKIG (1) RED (B3R5

¢ /
SOP’HOS— o ,w.w@
: cesses o ( 3 ) VPN;E%‘}E'I;
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RED i1 X—>

UTM
NIC NIC NIC
RJ RJ
? 45 45

UTM (C i NIC & U
"CRED W'&fx=nsd

o
RED RED & (31 > —2wv NVPNZ{ER
U. UE— PMEFETEthernethsRH
RJ RJ R] R] U ZBR) csNTULB31 A—IhER
45 45 45 45 TE35F/)I\1 R

Remote Ethernet Device
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RED VPNiEfuHzRE

« RED10
o 20 zw S 3 > DG

« RED 15
o UTM BEKRF DI T —I)LA—/\—F— FOFREN AIEE

« RED 50
o UTM & RED WAN [EEROI T —)LA—)\—FE—R
o NWO— RINS > 2 2D DEEN AIEE.
- UTM hostname = Failover / RED uplink = Failover
- UTM hostname = Balancing / RED uplink = Failover

- UTM hostname = Failover / RED uplink = Balancing
- UTM hostname = Balancing / RED uplink = Balancing

« UTM
o RED b2 %) Uigia Y R— &
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REDD{ERAR—

« RED 10 T{EHE=N3/N— &
o 3400/tcp (WliEMERc. SSL {£FH. X509 tHH25EEERA
SF 1T W/ CTREE)
o 3400/udp (BT IUL RS T 1w, AES256 (enc).
SHA1-HMAC (auth))

« RED 15/50 TfERREN3R— b
o 3400/tcp (HlfEMERE. SSL £, X509 #8E 25 EEERR
EF 1T WU TEREE)
o 3410/udp (BT@IUEL ST 0w, AES256
(enc). SHA1-HMAC (auth))
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RED DE#xHEME : RED 10

REDIC{1I09 545
JlEHR (ERDX
F )

RED21=: RED 10 v
m FoFE REDA'VPNiZft &
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