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What Rust has to offer

Strong safety guarantees…
No seg-faults, no data-races, expressive type system.

…without compromising on performance.
No garbage collector, no runtime.

Goal: 
Confident, productive systems programming



Concurrency?

Libraries

Rust?



What’s concurrency?

In computer science, concurrency is a 
property of systems in which several 
computations are executing 
simultaneously, and potentially interacting 
with each other. 



Getting our feet wet

// What does this print?
int main() {
    int pid = fork();
    printf("%d\n", pid);
}



Concurrency is hard!

• Data Races 

• Race Conditions 

• Deadlocks 

• Use after free 

• Double free

Exploitable!



Concurrency is nice!
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Concurrency?

Libraries

Rust?



Zero-cost abstractions

Memory safety & data-race freedom

+

=
Confident, productive systems programming



What’s safety?
void example() { 
  vector<string> vector; 
  // ... 
  auto& elem = vector[0]; 
  vector.push_back(some_string); 
  cout << elem;  
}

elem

vector

...
[0]

[0]

[1]

Dangling pointer!Aliased pointers

Mutation



Rust’s Solution
Ownership/Borrowing

No runtime Memory 
Safety

No data  
races

C++ GC



Ownership
fn main() {
    let mut v = Vec::new();
    v.push(1);
    v.push(2);
    take(v);
    // ...
}

fn take(v: Vec<i32>) {
    // ...
}
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Ownership
fn main() {
    let mut v = Vec::new();
    v.push(1);
    v.push(2);
    take(v);
    // ...
}

fn take(v: Vec<i32>) {
    // ...
}



Ownership
fn main() {
    let mut v = Vec::new();
    v.push(1);
    v.push(2);
    take(v);
    v.push(3);
}

fn take(v: Vec<i32>) {
    // ...
}



Ownership
fn main() {
    let mut v = Vec::new();
    v.push(1);
    v.push(2);
    take(v);
    v.push(3);
}

fn take(v: Vec<i32>) {
    // ...
}

error: use of moved value `v`



Borrowing
fn main() {
    let mut v = Vec::new();
    push(&mut v);
    read(&v);
    // ...
}

vector

fn push(v: &mut Vec<i32>) {
    v.push(1);
}

v

1

fn read(v: &Vec<i32>) {
    // ...
}



Safety in Rust

• Rust statically prevents aliasing + mutation 

• Ownership prevents double-free 

• Borrowing prevents use-after-free 

• Overall, no segfaults!



Concurrency?

Libraries

Rust?



Originally: Rust had message passing 
built into the language.  

Now: library-based, multi-paradigm. 

Libraries leverage ownership and 
borrowing to avoid data races.

Library-based concurrency



std::thread

let loc = thread::spawn(|| { 
    “world” 
}); 
println!(“Hello, {}!”, 
         loc.join().unwrap());



std::thread

let mut dst = Vec::new(); 
thread::spawn(move || { 
    dst.push(3); 
}); 

dst.push(4);

error: use after move



std::thread

let mut dst = Vec::new(); 
thread::spawn(|| { 
    dst.push(3); 
}); 

dst.push(4);
error: value doesn’t live long enough



std::sync::Arc

let v = Arc::new(vec![1, 2]); 
let v2 = v.clone(); 
thread::spawn(move || { 
    println!(“{}”, v.len()); 
}); 
another_function(&v2);

refcount: 1
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std::sync::Arc

let v = Arc::new(vec![1, 2]); 
let v2 = v.clone(); 
thread::spawn(move || { 
    v.push(3); 
}); 
another_function(&v2);

error: cannot mutate through shared reference



0

fn sync_inc(counter: &Mutex<i32>) { 
  let mut data: Guard<i32> = counter.lock(); 
  *data += 1; 
}

counter

data

 

1

std::sync::Mutex

https://commons.wikimedia.org/wiki/File:No-DRM_lock.svg


let (tx, rx) = mpsc::channel(); 
let tx2 = tx.clone(); 
thread::spawn(move || tx.send(5)); 
thread::spawn(move || tx2.send(4)); 

// Prints 4 and 5 in an unspecified order 
println!(“{:?}”, rx.recv()); 
println!(“{:?}”, rx.recv()); 

rx tx

std::sync::mpsc
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fn sum_of_squares(input: &[i32]) -> i32 { 
    input.iter() 
         .map(|&i| i * i) 
         .sum() 
} 

rayon



use rayon::prelude::*; 

fn sum_of_squares(input: &[i32]) -> i32 { 
    input.par_iter() 
         .map(|&i| i * i) 
         .sum() 
} 

rayon



rayon
use rayon::prelude::*; 

fn sum_of_squares(input: &[i32]) -> i32 { 
    let mut cnt = 0; 
    input.par_iter() 
         .map(|&i| { 
             cnt += 1; 
             i * i 
         }) 
         .sum() 
} error: `cnt` cannot be shared concurrently



100% Safe

• Everything you just saw is foolproof 

• No segfaults 

• No data races 

• No double frees…



users.rust-lang.org

doc.rust-lang.org/stable/book
 

http://github.com/alexcrichton/futures-rs

